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Introduction to Gpg4win

Gpgdwin (GNU Privacy Guard for Windows) is encryption software for files and emails.

Gpg4win enables users to securely transport emails and files with the help of encryption and digital signatures.
Encryption protects the contents against an unwanted party reading it. Digital signatures make sure that it was
not modified and comes from a specific sender.

Gpg4dwin supports both relevant cryptography standards, OpenPGP and S/MIME (X.509). Gpg4win is the
official GnuPG distribution for Windows and is maintained by the developers of GnuPG. Gpg4win and the
software included with Gpg4win are free software (Open Source; among other things free of charge for all

commercial and non-commercial purposes).
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Preparation

Download Gpg4win from http://Gpgdwin.org/

Download the Escrow4all Public Key from http://www.escrow4all.com/downloads/Escrow4allPublicKey.zip

Installation of Gpg4win

Install Gpg4win with the default settings.

Import Escrow4all’s public key

1. Extract Escrow4allPublicKey.zip
2. Open Kleopatra from the Windows start menu

r Bkl
™ Kleopatra E@g
File View Certificates Tools Settings Window Help
= = C (5 o%
Import Certificates  Export Certificates Redisplay Stop Operation Lookup Certificates on Server
Find: [y Certificates -]
4| My Certificates | Trusted Certificates | Other Certificates
®
Name E-Mail Walid From Walid Until Details Key-D
A
3. Click “Import Certificates”
4. Select Escrow4all Public Key.asc
[ ™
™ Certificate Import Result - Kleopatra — — - . m

~ Detailed results of importing D:/Temp/Create_Encrypted_Deposits/Escrowdall Public Key asc:
Total number processed: 1
Imported: 1

5. Click “OK”
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Prepare escrow material

1. Create a zip/rar/7z (e.g. source-code-my-application.zip) file of all deposit material

2. InKleopatra choose “Files” — “Sign/Encrypt files”

What do you want to do?

Please select here whether you want to sign or encrypt files.
Selected file:

* D:/Temp/Create_Encrypted_Deposits/Test_File_For_Encryption.txt
[ Archive files with: TAR (PGP®E-compatible)

Archive name (OpenPGPF): pted_Deposits/Test_File_For_Encryption.txt.tar

Archive name (S/MIME)

d_Deposits/Test_File_For_Encryption.txt.tar.gz
) Sign and Encrypt (OpenPGP only)

@ Encrypt

= Sign

[T] Text output (ASCIl armar)

[] Remove unencrypted original file when done

3. Click “Next”

For whom do you want to encrypt?

Please select for whom you want the files to be encrypted. Do not forget to pick one of your own

certificates.
Eind: All Certificates -
Néme E-Mail Valid From  Valid Until  Details Key-D

EscrowdAll helpdesk@escrowdall com 2009-02-03 OpenPGP 12ac0261

| This cetificate is currently valid.

Name E-Mail Valid From Walid Until Details

Fingerpi

T

r

4. Select “Escrow4all helpdesk@escrow4all.com
5. Click “Add” and “Encrypt”

............... ” certificate

M Encrypt-To-Self Waming - Kleopatra e - l PR

Mone of the recipients you are encrypting to seems to be your own.

. This means that you will not be able to decrypt the data anymore, once encrypted.
Y

Do you want to continue, or cancel to change the recipient selection?

[] Do not ask again

Continue @ Cancel
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6. Click “Continue”

Results

Status and progress of the crypto operations 1s shown here.

OpenPGP: All operations completed.

Keep open after operation completed

LCancel

7. Click “Finish”

Contact

Escrow4all B.V.
MediArena 7

1099 CZ Amsterdam
the Netherlands

T. +31 (0)20 3420 250
F. +31 (0)20 3420 259

www.escrow4all.com
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